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Introduction 
These days, each of us has a growing awareness of the risks involved in protecting IT-based resources 
from identity theft, malicious outside attacks, or generally inappropriate use.  We are also seeing 
government and industry regulators issue strict mandates requiring companies to take significant steps to 
strengthen defenses against these misuses.   As a result, many corporations are implementing strong 
multi-factor authentication policies that are much stronger than the password schemes that had been so 
commonplace in the past.   

Strong authentication is the use of at least two factors to authenticate a user based on “what the user 
knows”, “what the user has”, and “who the user is”.  Implementations include the use of strong password 
schemes, ID tokens, proximity cards, smart cards, and biometrics.   

This overview outlines the advantages and complexities of using finger biometrics as one form of strong 
authentication. 

Biometrics 
Biometrics - the measurement of one or more physical or behavioral characteristics of an individual - is 
used to increase a system’s security level dramatically without increasing the complexity.   Biometric 
identifiers are highly reliable since they cannot be easily faked, altered, or misappropriated.   

Biometric identifiers include both physical (fingerprints, hand geometry, eye patterns, facial features) and 
behavioral (voice prints and signatures).  Behavioral identifiers are more subjective than physical 
identifiers. They can vary because of external conditions such as illness, and can conceivably be imitated. 
Physical identifiers are virtually impossible to replicate, and are considered to be the more reliable of the 
two identifiers.

The most technically advanced, proven and recognized physical identifier is the fingerprint. These were 
first used for positive personal identification more than one hundred years ago, when it was proven that 
each finger of every individual has a unique arrangement of ridge detail. In the years that followed, 
organizations throughout the world have had growing requirements for positive identification systems 
resistant to high technology fraud. This requirement has created increased interest in biometrics, and 
fingerprint technology has remained the most effective, economical, and widely used biometric 
identification system. 

There are two basic methods of authenticating a person’s identity using biometrics: 

Biometric identification is a process of authenticating a person’s identity by comparing 
measurements of some physical characteristic against ALL measurements filed in a reference 
database. Only biometric characteristics are used to locate the person in the reference database 
and confirm his or her identity. This process is often called a "one-to-many" comparison. 

Biometric verification is the process of authenticating a person’s identity by comparing 
measurements of some physical characteristic against one or a few predetermined records filed 
in a reference database. This process is often called “one-to-one” comparison because some 
demographic information is used to first find the person’s record from the reference database 
before identity is confirmed.   
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Several key factors need to be considered which affect a system’s biometric authentification system’s 
performance and accuracy. 
 
 

Fingers  Fingerprint readings can be impacted by several factors associated with the finger itself – 
the density of the fingerprint, the thickness of the print’s ridges, the skin’s wetness/dryness, the 
age/sex/occupation of the person, and the physical size of the finger. Users can affect a system’s 
accuracy simply by how they present a finger to the sensor. If they rotate the finger relative to that stored 
as a reference, the system must compensate by “looking harder” at the reference information to increase 
the confidence in the match. If the user varies his translational finger placement upon the sensor, he may 
not present the system with enough area of overlap with the enrolled feature maps. A lack of overlap 
decreases the confidence of the attempted match. 

 
The enrollment process itself will impact a biometric authentication system’s accuracy. This process must 
manage the quality of the stored feature information. Several impressions of each finger to be enrolled 
are taken, the feature information checked for internal consistency, and, finally, a live authentication is 
attempted so that a user can be certain that the enrollment is accepted. 
 
 

Sensors  As a rule of thumb, sensors which capture images at 300 DPI or higher will perform 
better.  Most government systems work at 500 dpi range.  High-end “forensic grade” systems must be at 
least 0.75” x 0.75” @ 500 DPI @ 128-gray levels and contain a minimum of 10-13 matching minutia 
points.  These partial print requirements are legally acceptable for use in evidence gathering.  All 
commercial systems work at smaller area than this.  A typical user will generate between 18-35 normal 
print points to be matched, where some people may generate anywhere from 10 to 12 to 50+ points … 
the more the better.  Larger images lead to more accurate captures.   

 
Fingerprint reading sensors vary in quality and price.  Simple optical devices can be purchased at 
$30/unit.  However, these low-end units are susceptible to grease on platin and to dry or damp fingers.  
They are also susceptible to being spoofed, such as a piece of tape with toner on it.  OneSign supports 
Upek sensors that utilize a silicon-based sensor to capture fingerprint images using active-capacitance 
sensing technology.  Each sensor cell (pixel) contains an active capacitive feedback circuit whose 
effective feedback capacitance is modulated by the presence of live skin close to the surface of the 
sensor. This active sensing approach provides much higher immunity to parasitic effects. This ensures a 
higher signal-to-noise ratio and greater capacity to capture a wider range of fingerprints than other silicon-
based technologies such as passive capacitive sensing. 
 
 

Commercial v. Government quality levels  People often associate fingerprinting with a very 
sophisticated, carefully monitored environment – like the Department of Motor Vehicles or the FBI.  These 
once in a lifetime use-cases require trained personnel along with significantly more time and money spent 
on the technology and the process.  These are considered Government-level implementations. 
 
Fingerprint biometrics are widely used in commercial situations today where specialized training isn’t 
required or available, and where equipment costs are much lower and the time availability for the entire 
fingerprint biometric processes is much less.  Examples include hospitals and financial services 
organizations where administrators require strong authorization and maximum convenience.  The 
introduction of built-in notebook computer sensors has recently facilitated the use of encrypted shared 
disk drives. 
 
One significant difference between “government” and “commercial” usage is that commercial algorithms 
need to adapt to less-than-ideal circumstances than government-grade systems, including: 
 

• Day-to-day users who are untrained and unsupervised.  They want to swipe a finger once, 
and quickly have the system accept them. 

• Lots of finger motion and distortion, even during the enrollment phase 
• Administrators without biometric expertise, as a DOD or RMV official would have 
• Pressure differences in the finger when pressed onto the sensor 
• Moisture or humidity differences in the finger when pressed onto the sensor 
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WORKING WITH FINGER BIOMETRICS & ONESIGN ADVANTAGES 
 
 
Background 
 

Imprivata architects have significant experience in implementing digital fingerprint technology.  Team 
members have implemented state-wide large-scale driver license programs in Colorado, Texas, 
Georgia, West Virginia and the Connecticut DSS that included finger imaging. This team has also 
implemented finger imaging as part of the Mexico Voter ID, Brazil Alien Identification Program, the 
Honduras Voter ID Program, and the Philippines Social Security System. 

 
Features 
 

• OneSign matches each user by correlating against known set of references, taking into account: 
o Variations in pressure and density  
o Aging or dirt induced variations in the print 
o Orientation of finger on the sensor 

 
• OneSign’s capture algorithm:  

o Captures images at higher speeds, resulting in less image blur distortion 
o Normalizes for humidity variations in the finger 
o Is “device neutral”, and not associated with a specific sensor or reader 
 

• Credentials are stored centrally, using strong security and privacy safeguards by: 
o Ensuring that each captured fingerprint image is destroyed and cannot be misused 
o Maintaining mathematical descriptions of a print’s landmarks, but not the actual print itself 
o Never shipping a username with the template 
o Storing username in a double-blind alias mechanism on server 

 
• While OneSign has been tested with a number of sensors, Imprivata integrates with and resells 

the Upek TouchChip USB Fingerprint Reader. 
 
Performance 
 

• No other ESSO vendor does biometric “Identification”.  Imprivata embedded high-end image 
processing technology into a commercial product at a price that no other competitor can match.  

• OneSign’s failure rate, or “False Accepts” and “False Rejects”, is at a rate of <1 in 1 million reads 
• OneSign has a 2.5 times higher verification speed than the next fastest competitor 
• OneSign can handle a wider range of finger image presentation with higher accuracy.  Most 

algorithms allow a finger to be +/-10 degrees off-center.  OneSign supports +/- 30 degrees.  
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HOW DOES IT WORK?  ONESIGN & FINGER BIOMETRICS 
 
The OneSign Agent uses Imprivata Secure Exchange (ISX) technology to manage the secure sessions 
between the appliance and the user’s enabled applications. The OneSign Agent captures and proxies all 
credentials, handles sign-on to enabled applications, and permits authentication of users through finger 
biometrics, ID tokens, smart cards, proximity cards, or passwords. Authenticated users have single sign-
on access to all OneSign-enabled applications.  
 
Enrollment 
 

Setting Up the Capability 
The OneSign administrator designates which users are authorized for finger biometric reading.  
The administrator then sets parameters to indicate  (1) whether to allow more fingerprints to be 
scanned after an initial enrollment, and (2) the number of authentication attempts to allow before 
triggering a failure event.  Lower “attempt” settings are less convenient to users, but offer higher 
security.  

 

Installing Readers  
Each workstation intended to implement finger biometric authentication must be equipped with a 
fingerprint scanner. This is a USB device that connects to the local computer and contains a 
transparent scanning area on which the user places the pad of the fingertip being scanned. As 
long as one enrolled finger is clean and unscarred, fingerprint scanning is highly reproducible and 
reliable. The scanner has no moving parts. The important part is the scanner window. As long as 
the window is clean, finger biometric authentication can be simple and reliable.    

 

Enrolling Individual Users  
Users who will be authorized for finger biometric authentication (or, for optional fingerprint 
identification) get an opportunity to enroll when logging into OneSign. To enroll, each user (1) 
logs into the computer and authenticates, (2) responds to prompts to enroll for finger biometrics, 
and (3) places the pad of each chosen fingertip flat on the scanning window to ensure a good 
scan. After three successful scans of the finger, the enrollment process is completed. 

 
Authenticating Users 

To authenticate via fingerprint scanner, a user (1) logs in via the OneSign logon window and 
selects “Fingerprint”, (2) places the pad of an enrolled finger on the scanner’s sensor area, and 
(3) waits for the system to acknowledge the scan.  The user is authenticated after the system 
accepts the fingerprint. 

 
Identifying Users   

OneSign’s optional Fingerprint identification feature identifies the user by comparing the 
fingerprint to all other fingerprint records. Upon unique identification, the user will be 
authenticated.  No typing is required. 

 
 
 
 
SUMMARY 
 
Any finger biometric solution choice needs to consider the critical factors - usability and convenience, 
system performance, security and user privacy, and cost.   The OneSign technology is the end-result of 
an experienced team of image processing experts delivering a secure and high-performing system for 
fast, everyday use. 
 
 
 
 
 

Imprivata OneSign & Finger Biometrics 
Overview 

December, 2005 





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts false
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


	bp: 
	transmit: 
	xml: VALID
	document: 
	id: 1142491439_151

	envelope: 
	id: 1142491437_534
	version: VALID

	user: 
	id: VALID

	adobe: 
	type: Exchange
	version: 5.05

	os: WIN
	promo: 
	source: edp

	token: 
	id: NonUnique


	sorry: 
	BlanketBean: 
	0: 
	3: 

	TextBean: 
	0: Registration information is required to view this document.
	1: To provide or update your registration, 
	9: Registration information is required to view this document.
	10: To provide or update your registration, 

	reset: 
	0: 
	2: 


	dummy: 
	BlanketBean: 
	1: 
	4: 


	5: 
	dummy: 
	TextBean: 
	2: This document is open for viewing in your web browser. Please switch to your browser to read this document.
	3: this document.
	11: This document is open for viewing in your web browser. Please switch to your browser to read this document.
	12: this document.

	close: 
	1: 
	3: 



	4: 
	dummy: 
	TextBean: 
	4: This document is open for viewing in your web browser.  Please switch to your browser to read this document.
	13: This document is open for viewing in your web browser.  Please switch to your browser to read this document.



	questions: 
	BlanketBean: 
	2: 
	5: 

	TextBean: 
	5: To access this document, please return to page 1 to complete the form.
	6: By completing this form once, you will have access to all similar documents without needing to register again.
	14: Strong Authentication: The Scoop on Finger Biometrics
	15: To access this document, please complete all fields below and click 'Read Document'.
	16: By completing this form, you agree to the collection, use, disclosure and transfer of the profile information collected herein by TechTarget and the owner of the document.  Based on the information provided, you may receive updates from the TechTarget network of IT-specific websites (and/or the document owner) to inform you of the latest White Paper, product, and content launches as they relate to your informational needs.
	17: Once registration is complete, you will have access to all similar documents without having to fill out additional forms.
	18: Abstract:
	19:                   These days, each of us has a growing awareness of the risks involved in protecting IT-based resources from identity theft, malicious outside attacks, or generally inappropriate use. We are also seeing government and industry regulators issue strict mandates requiring companies to take significant steps to strengthen defenses against these misuses. As a result, many corporations are implementing multi-factor authentication policies that are much stronger than the password schemes that had been so commonplace in the past. Strong authentication is the use of at least two factors to authenticate a user based on "What the user knows", "what the user has", and "who the user is". Discover the benefits of finger biometrics, and how combined with an ESSO solution, you can experience greatly enhanced IT security necessary for your organization.
	20: Information entered on this page and other data about your use of the attached document will be stored in a file on your computer and transmitted to TechTarget over the Internet. TechTarget may provide this information to the owners of the document and either party may use this data to contact you and/or track your use of the document. In consideration of access to the attached document, you agree to such storage and uses as more fully described in the 

	question: 
	user: 
	name: 
	first: First Name:
	last: Last Name:

	email: Email Address:
	title: Job Title:
	phone: Business Phone:
	company: Company:
	address1: Address 1:
	address2: Address 2:
	city: City:
	state: State/Province:
	zip: Zip/Postal Code:
	country: Country:
	employees: # of Employees:
	department: Department:
	industry: Industry:
	timeframe: 
	imprivata: What is your timeframe for making a Single Sign-On purchase decision?

	initiative: 
	imprivata: Is your impending SSO initiative budgeted?

	users: 
	imprivata: How many users are in your organization?

	passwordpolicy: 
	imprivata: Do you have, or does your company plan to implement a password policy?

	authenticationmethods: 
	imprivata: Do you have, or are you considering using one of the following strong authentication methods?



	response: 
	user: 
	name: 
	first: 
	last: 

	email: 
	title: 
	phone: 
	company: 
	address1: 
	address2: 
	city: 
	state: []
	zip: 
	country: [US]
	employees: []
	department: []
	industry: []
	timeframe: 
	imprivata: []

	initiative: 
	imprivata: []

	users: 
	imprivata: []

	passwordpolicy: 
	imprivata: []

	authenticationmethods: 
	imprivata: []



	submit: 
	4: 

	opt-out: 
	5: 

	link: 
	0: 


	warning: 
	TextBean: 
	7: Adobe Reader version 4.1 or higher is needed to view this document.
	8: Please visit http://www.adobe.com for your free upgrade.



	property: 
	shouldPop: false
	unsentCount: 3



