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	OS/400 SECURITY POLICY
	˜˜˜˜˜˜˜˜˜˜˜˜˜˜˜Purpose: The purpose of this OS/400 Security Policy is to establish baseline security standards for the configuration of IBM server iSeries equipment. The implementation of this security policy will minimize unauthorized access to proprietary information and technology. The policy is PowerTech copyrighted material. There is no charge for its usage. Copying, distribution, and modifications are covered by the terms of the license agreement at the back of this document.
	1.0 Physical Security
	The Computer system must be kept in a secure room or area with limited personnel access.
	The computer room doors must have locks that can record who accessed the computer room at a given date/time.
	The computer room should have limited, or no windows.  If windows are present, there should be adequate barriers and/or alarms to prevent human access.
	A list of persons authorized to access the secured computer room must be maintained and periodically updated.
	Persons who are admitted to the computer room, but are not on the list of authorized persons, must be required to be signed in, escorted while present in, and signed out of the computer room.
	The Computer room must have adequate power, and Uninterruptible Power Supply (UPS) that will ensure continuous operations when power is unavailable.  The UPS must provide adequate power for a period of not less than 10 minutes.
	A fire suppression system must be present that will prevent, or minimize harm to persons and equipment in the computer room in the event of a fire.

	2.0 Data Recoverability
	The Data Recovery strategy must be tested no less often than annually.
	The entire system, including the operating system and utilities, must be backed up no less often than quarterly.
	Business applications must be backed up no less often than weekly.
	Data for business applications should be backed up no less often than daily.
	Data in database files must be journaled to ensure up to the second recoverability.
	Journal receivers should be backed up no less often than daily.�*Note: High Availability software and systems satisfy this requirement.
	Sensitive data must be encrypted before being written to tape.
	Encryption keys must not be stored on the same tape, or in the same receptacle as the encrypted data that can be unlocked with such keys.
	At least one version of the backed up data must be stored off site.
	Data moved off site must be transported in locked storage boxes.
	An inventory of the contents of every locked storage box should be kept in    each subsequent locked storage box.

	3.0 Data Access Security
	Only users with a demonstrated business need should be able to read or change data.
	IT staff must not have access to production data unless prior authorization is given.  When IT staff need to access production data, all activity must be audited and reported. Activity reports must be kept on hand for not less than 6 months.
	Production data must not be replicated to any test environment without first cleaning and scrambling sensitive data.  Sensitive data is defined as personally identifiable private information (including, but not limited to Drivers License Number, Credit Card Number, Passport Number, etc.), and company confidential information.
	Customer, or company, confidential information must not be copied from the system or removed from the premises without prior authorization.
	All attempts (successful or not) to copy data off of the system must be recorded in a secure journal.  Reports from this journal must be reviewed regularly, and kept in archive for not less than 6 months.
	Sign-on security – The default signon display for an OS/400 telnet session must be modified as follows:
	The default input capable fields of Menu, Program, and Library, must be modified so as not to allow user input at signon time.
	The default error messages for Invalid Password, Invalid User, etc. must be modified to the simple statement “User Cannot Signon” so as not to provide clues as to the problem.
	A statement must be added that declares that the system is the private and proprietary property of the organization and access is only allowed through prior authorization.

	4.0 User Profile Security
	4.1 - Common User Profile parameters
	These User Profile parameters must be set for all system users:
	4.5 - System Administrator User Profile parameters
	The User Profile parameters for a System Administrator must be set as follows:
	User Class set to “Security Officer” (USRCLS(*SECOFR)).
	4.6 - Powerful User ID’s
	A roster must be kept of each User Profile that has powerful capabilities. A powerful user is defined as a profile that has one or more of the OS/400 special authorities, or one who has the ability to make direct updates to production data without using an approved application interface.
	User’s whose profiles have one or more OS/400 special authorities (*ALLOBJ, *SECADM, etc.) must have specific authorization to those special authorities by their management.
	The use of profiles with OS/400 special authorities should be limited to strict operational need. During the times that a special authority is not required, the user should not be carrying it in their active profile, but instead operate under a profile without special authorities.
	Users with any of *ALLOBJ, *IOSYSCFG, *SAVSYS, or *SECADM, special authority must have User Profile Auditing (CHGUSRAUD) turned on at all times.
	A log of activity for each session used by a powerful user must be produced and reviewed for appropriate actions.
	4.7 - Group Profiles
	Group Profiles must have a password of *NONE.
	Group Profiles must not own application objects.
	Group Profiles must have a text description that clearly marks the profile as a Group Profile.
	4.8 - IBM Supplied User Profiles
	IBM Profiles must not be used as a Group Profile for any user.
	4.10 - Non IBM Supplied User Profiles
	User Profiles supplied, or created by, other vendors must have a password of *NONE, and should only be given a password when an authorized use of the profile is required.
	4.11 - Passwords
	Passwords must be kept secret and not shared with other persons.
	No IT person should ever ask any user to disclose their password.
	No User should ever disclose their password to another user for any reason.
	No User Profile should ever have a default password – either where the password is equal to the User ID name, or the password is set to a published and/or known value.
	Initial passwords must be set by the User Provisioning Authority.  These passwords should be randomly generated, and the user should be required to change the password upon first use.
	Passwords should contain a variety of characters including a mixture of lower and upper case letters, numbers, special characters, and blanks.
	Passwords should not be easily recognized names, dates, or native language words.
	Passwords must never be stored in programs, scripts, database files, stream files, data areas, message files, message queues, or any other receptacle that is subject to monitored viewing by anyone but the owner of the password.
	A Password should only be given to a profile if only one person is responsible for the profile’s use.

	4.12 - Changing Passwords
	Passwords must be changed at least every 90 days.
	Any given password should be unique from any of the last 10 passwords used by the user.
	A password cannot be retrieved.  If the user forgets their password, a new one must be created for them.
	If a user forgets their password, a new password must be set by the User Provisioning Authority.  The password should be randomly generated, and should be changed upon first use.

	4.13 - Dormant Users
	Users that have not logged on the system in the last 60 days must be disabled.
	Users that have not logged on to the system in 120 days must be deleted.
	When a user is deleted, any objects owned by that user should be assigned to the profile “OLDOBJOWNR”.
	A list of special purpose profiles that are exempt from these provisions must be maintained by the system management.
	Profiles that are exempt from these provisions must have a password of *NONE.
	OS/400 System Values must be set, and maintained in these settings.
	OS/400 System Values must be reviewed not less frequently than weekly to determine their state of compliance.
	OS/400 System Values must be set as follows:
	QALWOBJRST
	QALWUSRDMN
	QAUDLVL
	QAUDLVL2


	6.0 Network Configuration Settings
	Network Configuration settings must be set, and maintained in these settings, as follows:
	The Following Registered Exit Programs must be set as follows:
	7.0 Library Authority
	All Libraries
	All libraries must be secured against *PUBLIC access.
	All libraries must have the public authority parameter (AUT) set to either *EXCLUDE, or to a named authorization list.
	All libraries must have the Default public authority parameter (CRTAUT) set to *EXCLUDE.
	All libraries must have the Default Object Auditing parameter (CRTOBJAUD) set to either *USRPRF.
	Only those users who have a demonstrated business need to access a library should have rights to the library.
	Users rights to any library should be no higher than *USE.
	Production Application Libraries
	Production application libraries must be set as TYPE(*PROD).
	Test Libraries
	Test libraries must be set as TYPE(*TEST).


	8.0 Auditing
	The OS/400 Security Audit Journal (QAUDJRN) must be enabled at all       times that the system is running.
	Security Audit Journal receivers must be retained for at least 6 months.
	The Audit Level System Values shall be set according to the System Values section of this document.
	User Auditing must be turned on for every Powerful User on the system.
	9.0 Additional Topics for Future Consideration
	Out Queue Security
	Job Queue Security
	Monitoring of Database Changes
	Authorities to Sensitive Programs
	Virus Protection
	Encryption
	For Sensitive Information on Disk
	For Backup Tapes
	For Transmitted Data
	Data Classification Policy
	PTF Level Policy
	Programs and Jobs that adopt authority
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